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What is Phishing?

Untargeted, mass emails sent to many people asking for sensitive information or encouraging them to visit a fake website.

Phishing is when attackers attempt to trick users into doing 'the wrong thing', such as clicking a bad link that will download malware or direct them to a dodgy website.
Phishing can be conducted via a text message, social media, or by phone, but the term 'phishing' is mainly used to describe attacks that arrive by email. Phishing emails can reach millions of users directly and hide amongst the huge number of benign emails that busy users receive. Attacks can install malware (such as ransomware), sabotage systems, or steal intellectual property and money.

Phishing emails can hit an organisation of any size and type. You might get caught up in a mass campaign (where the attacker is just looking to collect some new passwords or make some easy money), or it could be the first step in a targeted attack against your company, where the aim could be something much more specific, like the theft of sensitive data. In a targeted campaign, the attacker may use information about your employees or company to make their messages even more persuasive and realistic. This is usually referred to as spear phishing.

Warning signs
· Many phishing scams originate overseas and often the spelling, grammar and punctuation are poor. Others will try and create official-looking emails by including logos and graphics. Is the design (and quality) what would you'd expect from a large organisation?
· Is it addressed to you by name, or does it refer to 'valued customer', or 'friend', or 'colleague'? This can be a sign that the sender does not actually know you, and that it is part of a phishing scam.
· Does the email contain a veiled threat that asks you to act urgently? Be suspicious of words like 'send these details within 24 hours' or 'you have been a victim of crime, click here immediately'.
· Look out for emails that appear to come from a high-ranking person within your organisation, requesting a payment is made to a particular bank account. Look at the sender's name. Does it sound legitimate, or is it trying to mimic someone you know?
· If it sounds too good to be true, it probably is. It's most unlikely that someone will want to give you money, or give you access to some secret part of the Internet.

All staff must be aware of and understand what constitutes as a phishing email, and how to report this.

If the email link hasn’t been clicked, you must inform your IT Support provider to block all future emails of this nature and notify your Head Teacher / Office Manager in case other members of staff have received the same email
If the email link has been clicked, you must immediately inform IT so that the password can be changed, and issues can be managed. You must also notify your Head Teacher.











Why you should report suspicious emails
The purpose of a scam email is often to get you to click a link. This will take you to a website which might download a virus to your computer or steal passwords or other personal information. The National Cyber Security Centre has the power to investigate and remove scam email addresses and websites. It’s free to report a suspicious email and it only take a minute. By reporting phishing attempts, you are reducing the amount of scam emails you receive make yourself a harder target for scammers and you’re protecting others from cybercrime online.

If you have received an email which you’re not quite sure about, forward it to report@phishing.gov.uk.
· Forward as many suspicious emails as you like
· Send in emails that feel suspicious, even if you’re not certain they’re a scam, they can be checked
· DON’T click on any links in a suspicious email
· DON’T forward suspicious emails you find in your spam / junk folder


What happens next?
The NCSC will analyse the suspect email and any websites it links to. If any activity is discovered which is malicious the NCSC may:
· seek to block the address the email came from, so it can no longer send emails
· work with hosting companies to remove links to malicious websites
· raise awareness of commonly report suspicious emails and methods used
Whilst the NCSC is unable to inform you of the outcome of it’s review, they do act upon every message received.
What to do if you’ve shared sensitive information
	Situation
	Action

	You’ve provided school banking details
	Contact your Finance Manager and inform your Head Teacher and Office Manager

	You think your account has already been hacked
	Contact IT Support immediately, your Head Teacher and Hope Kirkham

	You received the message on a work laptop or phone
	Contact your IT department and let them know. Inform Head Teacher and Office Manager

	You opened a link on your computer, or followed instructions to install software
	Inform IT Support immediately, your Head Teacher and Hope Kirkham

	You've given out your password
	Inform IT Support immediately, inform your Head Teacher and Office Manager

	The school is concerned it’s lost money
	Contact the Finance Team immediately
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